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ABSTRACT

With the emergence of the IoT environment, various smart devices provide consumers with the convenience and various
services. However, as security threats such as invasion of privacy have been reported, the importance of security issues in
the IoT environment has emerged, and in particular, the security problem of key management has been discussed, and the
PUF has been discussed as a countermeasure. In relation to the key management problem, a protocol using MIPUF has
been proposed for the security problem of the group key management system. The system can be applied to lightweight IoT
environments and the safety of the PUF ensures the safety of the entire system. However, in some processes, it shows
vulnerabilities in terms of safety and efficiency of operation. This paper improves the existing protocol by adding
authentication for members, ensuring data independence, reducing unnecessary operations, and increasing the efficiency of
database searches. Safety analysis is performed for a specific attack and efficiency analysis results are presented by
comparing the computational quantities. Through this, this paper shows that the reliability of data can be improved and our
proposed method is lighter than existing protocol.
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Table 1. Representative Properties of PUF.

Property Description
The difference between
expected responses of two
Unclonability different PUF instances to

the same challenge should
be enough large.

It is infeasible to predict
the response of a specific
PUF instance to an
unknown challenge, even if
Unpredictability | a certain number of
previous
challenge-response

pairs of the PUF instance
can be obtained.

The difference between two
distinct responses of a
specific PUF instance to
the same challenge should
be small.

Robustness

Any unauthorized attempt
to access the PUF
Tamper-evident | instance changes its
challenge-response
behavior.

2.2 MIPUF(Multistage Interconnected PUF)
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Fig. 1. The Architecture of MIPUF.
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Table 2. Notations description.

Notations Description
G Group
N, Identity of ith node in group G
0 Interconnection configuration of
' N,
0 Interconnection configuration of
! CU
Challenge of N
¢ (t is the interconnection
configuration)
Response of N, corresponding to
ot challenge c!
' (t is the interconnection
configuration)
MIPUF of N,
F! (t is the interconnection
configuration)
K, Group key of group G
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Notations Description
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Fig. 2. The Key Distribution of Gu's protocol.
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1) Send
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Fig. 3. Rekeying of Gu's protocol - New memb
er joins the group.
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Fig. 4. Rekeying of Gu's protocol - Existing me
mber leaves the group.
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Fig. 5. The Key Distribution of proposed protocol.
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Table 3. Notation of data length.
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Table 4. Notation of energy consumption.
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Table 5. Overhead Evaluation.

Communication cost(total number of messages)
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stage
. Gu proposed
key
.. . 2N N
distribution 2
rekeying N+2 2(N+1)
(join)
N N
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